MHO®OPMAIIMOHHAS TTAMSITKA
JULS1 OBYYAIOIINXCS

C Ka)XIpIM roJIOM MOJIOJIEKHU B MHTEPHETE CTAHOBUTHCS OOJIbILIE, a IIKOJIbHUKUA OJHU U3
CaMBbIX aKTUBHBIX NOJIb30BaTenel Pynera. Mexay TeM, IOMHMO OTPOMHOTO KOJIMYECTBA
BO3MO’KHOCTEH, UHTEPHET HECET U MpoOIeMbl. DTa NaMATKa JI0JKHA IOMOYb Tebe
0e301acHO HaXOJUThCS B CETH.

KoMmnbrotepHbie BUPYCHI

KoMmmbroTepHBIif BUPYC - 3TO pa3HOBUIHOCTbh KOMITBIOTEPHBIX IIPOTPamM,
OTJIMYUTENIbHOI 0COOCHHOCTHIO KOTOPOH SIBJISIETCS CIOCOOHOCTH K pa3MHOXKEeHHIO. B
JTIOTIOJTHEHHUE K 3TOMY, BUPYCHI MOTYT MOBPEIUTH WU MOJHOCTbIO YHUYTOXHUTH BCE
(aiiibl U 1aHHbIE, TOAKOHTPOJIbHBIE TI0JIB30BATENI0, OT UMEHU KOTOPOTo ObLIa 3amyleHa
3apakeHHas MporpaMMa, a TakKe MOBPEIUTDh WU J1a)K€ YHUUYTOKUTh OTMEPAMOHHYIO
CUCTEMY CO BceMU (aitiamu B 11e710M. B OONBIIMHCTBE CiTy4aeB pacpOCTPAHSIIOTCS
BUPYCHI Uepe3 UHTEPHET.

MeTo/1bI 3aIMThI OT BPEAOHOCHBIX MPOrPaMM:

1. HCHOJ’IBSYﬁ COBPCMCHHBIC OIICPAIMOHHBIC CUCTCMbI, UMCIOIIUC CepBGSHBIﬁ YPOBCHBb
3alIUThI OT BPCAOHOCHBIX IIPOrpaMm;

2. [locTosiHHO ycTaHaBIMBal nMayTH (HU(POBBIE 3aINIaTKU, KOTOPbIE aBTOMAaTUYECKU
YCTaHABJIMBAIOTCS C LENbIO JOPAOOTKU MPOTrpamMMbl) U APyrue OOHOBIECHUS CBOEH
orepanmoHHON cucteMbl. CKkaunBail MX TOJIBKO C OPUIIMAIBHOTO caiiTa pa3padoTunka
OC. Ecnu cymiecTByeT pekUM aBTOMaTHYECKOTO0 OOHOBJICHUS, BKIIFOYH €T0;

3. PaGoraii Ha cBOeM KOMIBIOTEPE MO/ MPABAMH IOJIH30BATENS, & HE aJIMUHUCTPATOpA.
DTO0 HE MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOTPaMM MHCTAITUPOBATHCS HA TBOEM
MEPCOHAIBHOM KOMITBIOTEPE;

4. cnonb3yil aHTUBUPYCHBIE POIPAMMHBIE POAYKTHI U3BECTHBIX TPOU3BOIUTENEH, C
aBTOMaTHYECKUM OOHOBIJIEHHEM 0a3;

5. OFpaHI/I‘H) (1)I/I3I/Iq€CKI/1ﬁ JOCTYII K KOMIIBIOTEPY AJIA ITOCTOPOHHUX JINII;

6. Mcrionb3yii BHEIIHKME HOCUTENN NH(POPMAIINH, TaKUe Kak (uienika, TUCK win ¢ailn u3
UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX NCTOYHHUKOB;

7. He oTKpbIBail KOMIIBIOTEPHBIE (DAIITBI, TOJTyYEHHbIE U3 HEHAJCKHBIX HCTOUHUKOB.
Jlaxxe Te ¢ailiabl, KOTOpbIE MPUCIIAT TBOM 3HAKOMBIH. JIyyllle yTOUYHHU y HEro, OTIpaBIsii

JIM OH Tede ux.

Ceru WI-FI



Wi-Fi - 510 He BUJ NIepeiayn JaHHBIX, HE TEXHOJOTHS, @ BCEro JIUIb OpeH I, Mapka. Eie
B 1991 rony Huaepnanackas KoMmnaHnus 3apeructpuponaina opera "WECA", uro
o0o3Hayaio cioBocoueranue "Wireless Fidelity", koTopblil nepeBoauTcs Kak
"GecrpoBOIHAS TOUYHOCTH'.

Jlo Hamero BpeMeHH JIollIa Apyras abOpeBuatypa, KoTopas sSBJISIETCS TaKOH ke
TexHojoruei. to abopesuarypa "Wi-Fi". Takoe Ha3BaHue OBLIO JaHO C HAMEKOM Ha
CTaHJapT BhICIIEH 3ByKoBOM TexHuku Hi-Fi, uTo B mepeBoje o3HauaeT "BhIcOKast
TOYHOCTH'".

Jla, OecruiaTHBIH MHTEPHET-A0CTYM B Kad)e, OTEAX U adPOIOPTax SBIACTCS OTIMIHON
BO3MOYXHOCTBIO BBIXOJIa B MUHTEpHET. HO MHOTHE SKCIIEPTHI CYUTAIOT, YTO
obmenoctymnasie Wi-Fi cetu He sBisitoTCSI 0€30TaCHBIMHU.

CoBeTsl 110 0€30IMacCHOCTH pabOTHI B 0OIIEIOCTYMHBIX ceTax Wi-fi:

1. He nepenagaii cBoro muuHyto nHpopmaiuio yepes oomenocrynasie Wi-Fi ceTn.
PaboTtas B HUX, KeIaTEIbHO HE BBOAUTD MApOJIH AOCTYIIA, IOTUHBI U KaKue-TO HOMEPa,

2. Wicnionp3yii 1 OOHOBIISH aHTUBUPYCHBIC TPOrpaMMBbI U OpaHaMayep. TeM camMbIM Th
ob6e3omacuiib ceds OT 3aKauKH BUPYyca Ha TBOE YCTPOIMCTBO;

3. IIpu ucnons3zoBanuu Wi-Fi otkmoun ¢pyakuuio "O6muit goctyn K daiinam u
npunTepam". JlanHas QyHKIMS 3aKpbITa 10 YMOJIYaHUIO, OJTHAKO HEKOTOpHIE
MOJIb30BATENN aKTUBUPYIOT €€ sl y100CTBa UCIIOJIb30BaHUS B paboTe Uin yueoe;

4. He ucnonb3yit myonuunsiii WI-FI ayis mepenaun AM4HbIX JaHHBIX, HAIPUMEP IJIS
BBIXO/Ia B COLIMAJIbHBIE CETH UJIU B JIEKTPOHHYIO TTOUTY;

5. Ucnone3yii Tonbko 3amuiieHnoe coenuenue yepes HTTPS, a ue HTTP, 1.e. mpu
Habope BeO-aapeca BBOIU UMEHHO "https://";

6. B MmoOwibHOM Tesnedone otkioun Gynknuto "[loakmodenue k Wi-Fi
aBTomMatnuecku". He nomyckail aBTOMaTn4eCcKOro NOJIKJIFOUEHHUsT YCTPOICTBA K CETAM
Wi-Fi 6e3 TBoero corsacusi.

CormaiapHbIe CETH

CouuanbHble CETH aKTUBHO BXOJIAT B HAIIlY KU3Hb, MHOTHE JIIOJIU PA0OTAIOT U )KUBYT
TaM MOCTOSTHHO, a B Facebook yke 3apernctpupoBan MUIUTHAP/T YETOBEK, YTO SBIISICTCS
OJIHOM ceIbMOM BCeX KUTEJIeH TIaHeThl. MHOTHE M0Jb30BaTE/IM HE IIOHMMAIOT, YTO
uH(pOopMaIus, pa3MenieHHas MU B COIMATBHBIX CETSIX, MOXKET OBbITh HalJIcHA U
HCIIOJIb30BaHA KEM YT'OJTHO, B TOM YHCJIE HE 0053aTeIbHO ¢ OJIaruMu HaMEPEHUSIMH.



OCHOBHBIE COBETHI 110 0€30IaCHOCTH B COLIMAJIBHBIX CCTAX:

1. Orpannyb CiUCOK Jpy3ei. Y TeOs B APY3bAX HE JOHKHO OBITh CITyYalHBIX U
HE3HAKOMBIX JIIOACH;

2. 3amuiai cBOr 4acTHYIO kU3Hb. He yka3piBail maponu, TenedoHsl, ajgpeca, 1aTy
TBOETO POXKACHUS U JPYTYIO TUYHYIO HHPOpPMAIUIO. 3T0OYMBIIIEHHUKA MOTYT
MCII0JIB30BATh J1a’ke MH(POPMAIIUIO O TOM, KaK Thl U TBOU POJAUTENHN INIAHUPYETE
MIPOBECTU KAHUKYIIBL;

3. 3amumiail cBOO penyTaluio - IepKU ee B YUCTOTE U 3a/1aBail cebe BOIpoc: XoTen Obl
ThI, YTOOBI IPYTHE MOJIB30BATENH BUIEIH, UTO Thl 3arpyxaeiib? [Togymaii, mpexae uem
YTO-TO OMYOJUKOBATh, HAITUCATh U 3arPy3HUTh;

4. Ecnu ThI TOBOPUIIIB C JIFOJBMH, KOTOPBIX HE 3HACIIb, HE UCTIONB3YH CBOE pealIbHOE UMSI
U IPYTYIO JIMYHYIO UHOOPMAIIMK: UMSI, MECTO JKUTEIhCTBA, MECTO yueOBl U MTPOYEE;

5. N36eraii pasmenienus pororpaduit B UnTepHeTe, r/1e Thl H300pakeH Ha MECTHOCTH,
110 KOTOPOW MOYKHO OTIPEAETUTH TBOE MECTOIIOIOKCHHUE;

6. [Ipu peructpaiuu B COIMATBHON ceTH HEOOXOAUMO UCTIONB30BATh CJIOKHBIE ITAPOJIH,
cocTosimue u3 OyKB U HUPP U ¢ KOJTUYECTBOM 3HAKOB HE MEHEE &;

7. A5t colMaibHOM CETH, MOYTHI U IPYTUX CAUTOB HEOOXOAUMO HCIIOJIb30BATh Pa3HbIC
napoiid. Toraa eciau Te0s B3JIIOMAIOT, TO 3JI0YMBIIIJICHHUKH TOJYYaT TOCTYM TOJIBKO K
OJTHOMY MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHBIE JEHBIH

DNEKTPOHHBIE ICHBTU - 3TO OYEHb YJOOHBIN cI0CO0 MIaTeXei, 0OTHAKO CYIIECTBYIOT
MOUIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TU JICHBIH.

9J'I€KTp0HHBI€ JCHBbI'Y IMOABUIINCH COBCEM HEJAaBHO U HMCHHO H3-3a 3TOI'O BO MHOTHUX
rocyaapCtBax 0 CUX IIOP HEC IMPOIIKMCAHO IIPO HUX B 3aKOHAX.

B Poccuu sxe oHM GYHKITMOHHPYIOT M O HUX YXKE MPOMHUCAHO B 3aKOHE, IJIe UX
pa3zeNsoT Ha HECKOJIBKO BUJIOB - aHOHUMHBIC U HE aHOHUMHBIC. Pa3HuIia B TOM, 4TO
AHOHUMHBIE - 3TO T€, B KOTOPBIX Pa3pelIaeTcsi MIPOBOAUTH ONepaiuu 0e3
UACHTH(UKAIIUN TI0JIL30BATENsl, & B HEAHOHUMHBIX UJCHTU(DUKAIINS TTOTH30BATEIS
ABJIIETCS 00s13aTEIBLHOM.

Takxe cleyeT pa3iandarh MEKTPOHHbIE PUaTHBIE AEHBIU (PaBHBI TOCYIaPCTBEHHBIM
BAJIIOTaM) M 3JIEKTPOHHBIC HE(pUaTHBIE ACHBIU (HE PaBHBI TOCYAAPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI 110 O€30MACHOMN paboTe € ANEKTPOHHBIMU JIEHbIaMU:



1. IIpuBsiku K c4eTy MOOUIIBHBIN TenedoH. ITO caMblii YI0OHBIN U OBICTPHIN CITOCOO
BOCCTAHOBHTH JIOCTYII K c4eTy. [IpuBsi3aHHbBINA TeehOH TOMOXET, €CITH 3a0y/IeIIb CBOM
IJIATEKHBIN MapoJib WM 3ai/ICIIb HA CAUT C HE3HAKOMOT'O YCTPOWCTBA;

2. Ucnonb3yii ogHOpa3oBkle mapoiu. [locne nepexona Ha yCUIIGHHYIO aBTOpU3AIINIO TeOe
yKe He OyJIeT yrpoxkKaTh OMACHOCTh KPaXKU WIIH MepexBaTa IIaTeKHOTo MapoJis;

3. BriOepu cioxubIit napoib. [IpecTynmHukam OyaeT He TPOCTO yraaTh CIOKHBIN
napoJib. HajexHble maposu - 3To napoiiv, KOTOpbIE COIepKaT HE MEHee 8 3HAKOB U
BKJIIOYAIOT B c€0s1 CTPOYHBIE U TIPOMUCHBIE OYKBBI, (PPl U HECKOJIBKO CUMBOJIOB,
TaKue KakK 3HaK Jqojutapa, GyHTa, BOCKIMIATEIBbHBIN 3HaK u T.11. Hanpumep, $tROng!;;

4. He BBOM CBOM JIMYHBIC JAHHBIE HA CalTaxX, KOTOPBIM HE JOBEPSICIIIb.
OneKTpOHHas 1104Ta

DJEeKTpPOHHAs MOYTa - 3TO TEXHOJIOTHSI U MPEAOCTABISIEMbIE €10 YCIYTH 10 MEPECHUIKE U
MOJIYYEHHUIO 3JIEKTPOHHBIX COOOUIECHU, KOTOPbIE PACTIPEACIISAIOTCS B KOMIIBIOTEPHON
ceTh. OOBIYHO 3JIEKTPOHHBIN MOYTOBBIN SUIUK BRITJISIUT CIASAYIOIIMM 00pa3oMm:
UMs_T10JIb30BaTeNA(@uUMs_JoMeHa. Takxke Kpome repeauu MpoCcToro TeKCTa, UMeeTcCs
BO3MOXKHOCTb Nl€peiaBaTh (Paisbl.

OcHOBHBIE COBETHI 0 0€30MacHOM paboTe C IEKTPOHHON MOYTOM:

1. Hago BbIOpaTh mpaBUIILHBINA MTOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBII BBIOOD
OecrIaTHBIX OYTOBBIX CEPBHUCOB, OJIHAKO JYyYIlle TOBEPSITh TEM, KOI'O 3HACIIb U KTO
IIEPBBII B PEUTUHTE;

2. He yka3pIBaii B IMYHOM MOYTE TMYHYIO HHPopMaIuio. Hampumep, iydiiie BEIOpaTh
"My3bIKanbHbIA_(anaT@" wim "pok2013" Bmecto "temal3";

3. Mcnonb3yi IBYX3TANHYIO aBTOPU3ALMIO. JTO KOTJa MOMHMO NapoJisi Hy>KHO BBOJIUTh
KO/, TIpUChIIaeMbIii o SMS;

4. BriOepu cnoxHbIi maposb. i Kaxk10ro MOYTOBOTO SIIIKMKA TOJKEH ObITh CBOM
HAJIC)KHBIN, YCTOWYHBBIN K B3JIOMY I1apOJIb;

5. Ecnm ecTh BO3MOKHOCTB HaIllUCATh CAMOMY CBOM JIMYHBIM BOIIPOC, UCIIOIB3YH ITY
BO3MOKHOCTB;

6. Mcnionp3yii HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBbIil 4151 4aCTHOW MEPENUCKU C
ajzipecaTaMu, KOTOPBIM Thl JOBEPSIEIIb. DTO 3JIEKTPOHHBIN aipec HE HAa/l0 UCIOIb30BaTh
IpY perucTpalyy Ha popyMax U cailTax;



7. He oTKkpbIBail (ailsibl U APYTHE BIOKEHUS B MUChMAX, AK€ €CJIM OHH MPHUIIUIA OT
TBOMX Jpy3eil. JIydiie yTouHu y HUX, OTHPABIISUIM JIM OHU TeOe 3Tu (ailibl;

8. IToce okoHuyanust pabOTHI HA TOYTOBOM CEPBHCE TIEPE] 3aKPBHITHEM BKJIAJIKU C CAUTOM
He 3a0y]b HaXaTh Ha "BeiiT".

KuGepOymuHr uin BUPTYyaaIbHOE U3/1€BATENbCTBO

KubepOynunr - npecnenoBanue COOOIIEHUSIMU, COJIEPKAITUMU OCKOPOJICHMUS],
arpeccutio, 3alyruBaHue; XyJIUraHCTBO; COLUATbHOE OOMKOTHPOBAHHUE C TIOMOILBIO
Pa3JIMYHBIX UHTEPHET-CEPBHUCOB.

OcHoBHBIE COBETHI 110 OOPHOE ¢ KUOEPOYIITUHIOM:

1. He Gpocaiics B 60ii. JIydmmii ctoco6: mOCOBETOBATHCS Kak ceOst BECTH M, €CJIM HET
TOT0, K KOMY MO>KHO 0OpaTUThCS, TO BHAYalle YCIOKOUThCs. Eciu Thl HauHen s oTBeYaTh
OCKOpOJICHUSIMH Ha OCKOPOJICHHSI, TO TOJIBKO €Ile OOJIbIIe pa3oiiKelb KOHMIUKT;

2. Yopasisiii cBoel kuOeppenyTaiuei;

3. AHOHMMHOCTh B CETH MHHUMAS. CymeCTBYIOT CITOCOOBI BBISICHUTB, KTO CTOUT 3a
AHOHHWMHBIM aKKayHTOM;

4. He crout BecTu XyJnuraHckuii oOpa3 BUPTyalbHOM ku3HU. UHTEpHET QuKcupyer Bce
TBOM JICUCTBHSI U COXpaAHSET UX. Y JAIUTh UX Oy/IeT KpailHe 3aTpyTHUTENBHO;

5. Co0mroiaii CBOIO BUPTYAIbHYIO Y€CTh CMOJIONY;

6. Urnopupyit enuanuHbIi HeraTuB. OTHOPa30Bbie OCKOPOUTETBHBIE COOOIICHHUS JTyUIIe
urHopupoBath. OOBIYHO arpeccus MpeKpanaeTcs Ha Ha4albHOM CTaluu;

7. ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMU COOOIIEHUSMH, B COIIMATBHBIX
CEeTSAX €CTh BO3MOXKHOCTH OJIOKUPOBKH OTIIPABKHU COOOIIEHUH C OMPEeIeIEHHBIX aJIpECOB;

8. Ecnu ToI cBUeTens KubepOymnuara. TBou AeHCTBUS: BBICTYNIUTH IPOTHB
IIPECIIEI0BATENIS, I0KA3aTh €EMY, YTO €ro ICUCTBUS OLICHUBAKOTCS HETaTUBHO,
NOJIJIEPKATh KEPTBY, KOTOPOM HY>KHA MCUXOJIOTMYECKas TIOMOILb, COOOIIUTH B3POCIBIM
0 (hakTe arpecCUBHOTO TIOBECHHS B CETH.

MoOunbHbIIi TenedoH
CoBpeMeHHBIC CMapT(OHBI U TUIAHIICTHI COJIEPKAT B ce0C BIIOJIHE B3POCIIBIH

(GyHKIMOHAT, M TeNepb OHU MOTYT KOHKYPHUPOBATh CO CTAIIMOHAPHBIMUA KOMIIBIOTEPAMHU.
OpHako, CpeCTB 3aLUTHI A7 MOAOOHBIX YCTPOMCTB MOKAa OYEHb Maso. TeCTHpOBaHHUE U



IOMCK YSI3BUMOCTEN B HUX MPOUCXOJUT HE TaK MHTEHCUBHO, Kak s [IK, To xe camoe
KacaeTcsl 1 MOOMJIBHBIX TIPHIIOKEHHUH.

CoBpeMeHHBIE MOOHMITEHBIE Opay3ephl yKe MPAKTHIEeCKH TOTHATN HACTOIBHBIC aHAJIOTH,
OJIHAKO pacliupeHre PyHKIMOHANa BIEYET 3a COOON OOJIBIIYIO CIOKHOCTh U MEHBIITYIO
3alUIIEHHOCTb.

Jlaneko He Bce MPOU3BOIUTENIHU BBITYCKAIOT OOHOBIICHHUS, 3aKPHIBAIOIINE KPUTHUYECKUE
YS3BUMOCTH ISl CBOMX YCTPOMCTB.

OCHOBHBIC COBETHI JJIA 0€3011aCHOCTH MOOUIBHOTO TeJ'Ie(bOHai

Huuero He sBisieTcst mo-HacTosiemMy OeciiaTHBIM. byib ocTOpokeH, Beb Koraa Tede
npeaiaraioT OeCIIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO IJIATHBIE

yeayTH;

Hymaii, npexxae yeM otnpaButb SMS, poto mnm Bugeo. Tol TOUHO 3HAEIIb, T€ OHU
OyAyT B KOHEYHOM UTOTE?

Heo0xo1mnMo 0OHOBIISITH ONIEPAIIMOHHYIO CUCTEMY TBOETO cMapT(oHa;
Hcnonb3yii aHTUBUPYCHBIE TPOTPAaMMBI /1711 MOOUJIBHBIX TeJIE(POHOB;

He 3arpy>1<a171 MPHIIOKCHUA OT HCU3BCCTHOI'O HCTOYHHKA, BEAL OHU MOTYT COACPIKATH
BpPCOAOHOCHOC IMPOrpaMMHOC 06ecnequI/Ie;

[Tocne Toro kak Thl BEIWJEIIB C CaiiTa, IJIe BBOJAWI JIMYHYIO HHGOPMAIUIO, 3aiI1 B
HACTpOWKHU Opay3epa u yaanu cookies;

[lepuoanuecku MpoBepsid, KAKUE IUIATHBIE YCIIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBOi1 HOMep MOOMIIBHOTO Tele(POHA TOJIBKO JOJIM, KOTOPBIX Thl 3HACIIL U KOMY
JOBEpSEIIb;

Bluetooth nomken ObITH BBIKITIOUEH, KOT/Ia ThI UM HE TMOJb3yenibes. He 3a0b1Bait mHOT I
MIPOBEPSTH ITO.

Online urpsr

CoBpeMeHHbIE OHJIAH-UTPBI - TO KPACOYHBIE, 3aXBaThIBAIOIINE Pa3BICUCHMUS,
00BEANHSIONINE COTHU ThHICAY YETOBEK MO BceMy MUpy. Urpoku ucciaeayroT JaHHbIA UM
MU, 00IAI0TCS IPYT C IPYTOM, BBIIOJHSAIOT 33/1aHUSI, CPAXKAIOTCS C MOHCTPAMHU U
MOJIy4aroT ONBIT. 32 YAOBOJIBCTBUE OHM IIJIATAT: NOKYIMAIOT IUCK, OTUIAYUBAOT
aOOHEMEHT WK IPUOOPETAIOT KAaKUEe-TO ONIUH.



Bce 31 cpencTBa uayT Ha OAIEpKAHUE U PA3BUTUE UTPHI, a TAKXKE HA cCaMy
0€301MaCHOCTh: COBEPIIEHCTBYIOTCSI CUCTEMBI aBTOPU3AIINH, BHIITYCKAIOTCS HOBBIE MMATYU
(undpoBbIe 3aIUIaTKH 7151 IPOTPaMM), 3aKPhIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOZ[O6HBIX HUIrpax CTOUT OIacaTbCA HC CTOJIBKO CBOMX COIICPHUKOB, CKOJIBKO KpaKnu
TBOCTO IIapOJIsI, HA KOTOPOM OCHOBAaHa CUCTCMaAa aBTOPHU3alINH OOJILIIIMHCTBA urp.

OCHOBHBIC COBETHI IT0 0€30ITaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu apyroii urpok BeaeT ceOs MI0X0 UM CO3AaeT TeOe HEMPUATHOCTH, 3a0J0KUpYH
ero B CIHCKE UTPOKOB;

2. Iloxamnyiics agMUHUCTPATOPAM UTPBI HAa INIOXOE IMOBEACHHUE 3TOr0 UTPOKA,
JKEJIATENbHO MPUII0KUTh KAKUE-TO T0KA3aTEIbCTBA B BUAEC CKPUHOB;

3. He yka3biBaii 1uuHyro nHbOpMaIKIO B Ipodaiine urpsi;
4. YBaxall Apyrux y4aCTHHUKOB IO UIPE;

5. He ycranaBnuBait HeopuIIMaabHBIE TTATYH U MOJIBI;

6. Mcionp3yi c0XKHBIE U pa3HbIC MTApPOJIH;

7. Jaxe BO BpeMs UTPBI HE CTOMT OTKJIKOYaTh aHTUBUpYC. [Toka ThI urpaems, TBOM
KOMIIBIOTEP MOTYT 3apa3uTh.

OUIIMHT UIIN Kpaka JIMYHBIX JaHHBIX

OOBIYHOI Kpaxell JeHer U JOKyMEHTOB CErOIHS y’Ke HUKOT'O He YAMBHIIb, HO C
pa3BUTHEM MHTEPHET-TEXHOJOTUM 37I0YMBIIIJIEHHUKN [IEPEMECTHIINCH B UHTEPHET, U
NPOJOJIKAIOT 3aHUMATHCA ""MIOOUMBIM" 1E€IOM.

Tax mosiBUIachk HOBas yrpo3a: HHTEPHET-MOIICHHIYECTBA WM (DUITMHT, TJIaBHAS 11ETh
KOTOPOT'O COCTOUT B MOJYYCHUH KOH(PUACHINATbHBIX JAHHBIX MOJIb30BaTeNeH - JOTHHOB
u maponeil. Ha anrnuiickom si3pike phishing yutaercs kak ¢pummar (ot fishing - peiOHas
JIOBJIs, password - apoJib).

OcHOBHBIE COBETHI IO OOPHOE C PUITUHTOM:
1. Cnequ 3a cBouM akkayHTOM. Eciu Tl mogo3peBaeliib, 4TO TBOSI aHKETa ObLIa
B3JIOMaHa, TO HEOOXO0IMMO 3a0JI0KHPOBATH €€ U COOOIUTh aIMUHUCTPATOPaM pecypca

00 3TOM KaK MOKHO CKOpEC,

2. Ucnonb3yii 6e30nacHbie BeO-CalThI, B TOM YMCIIE, MHTEPHET-MAara3uHOB U TTIOMCKOBBIX
CHCTEM;



3. Ucnonb3y#i cioxHbIe U pa3Hble nmapoiu. Takum oOpa3om, eciiu TeOst B3JIOMaIOT, TO
3TOYMBIIIJIEHHUKY MOJIY4aT JOCTYH TOJIBKO K OJTHOMY TBOEMY MPOQUIIIO B CETH, a HE KO
BCEM;

4. Ecnu 1e0s B3JIOMaIH, TO HEOOXOAMMO MPEAYIPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOPbHIE
no0aBiieHbl y Te0s B IPY3bsiX, O TOM, UTO TeOs B3JIOMaJIM 1, BO3SMOXHO, OT TBOETO UMEHU
OyJIeT pacchlIaThCs ClaM U CChUIKM Ha (PUIITUHTOBBIE CAUTHI;

5. YcranoBu HagexHbli napois (PIN) Ha MoOUIBHBIN TenedoH;
6. OTKIIIOUN COXpaHEeHHe Maposst B Opaysepe;

7. He oTkpeIBaii (haitsibl 1 Apyrue BIOKEHUS B MUCbMaX, Ja)e €CJIM OHU MPHUIIUIA OT
TBOUX Jpy3eil. Jlyule yTouHu y HUX, OTIPABIISUIN JIH OHU TeOe 3T (ailiibl.

[Mudposas penyrarus

[Mudposas penyTanus - 3T0 HETaTUBHAS WIM NMO3UTHUBHASI UHQOpPMAIUs B CETH O Tebe.
Komnpomerupyromas nHpopmanus, pa3MeleHHasi B UHTEPHETE, MOKET CEphE3HBIM
00pa3oM oTpa3uThCs Ha TBOEH peanbHOM xu3HU. "Lludposas penyramus" - 310 TBOI
UMUK, KOTOPBIN popMupyercs u3 nHdopmaiu o Tebe B UHTEPHETE.

TBOE MeCTO )KUTEIBCTBA, yueObl, TBOE (PMHAHCOBOE MOJI0KEHNE, 0COOEHHOCTH XapaKTepa
U paccka3sbl 0 OJM3KUX - BCE 3TO HAKAIJIUBACTCS B CETH.

MHorue noJIpoCTKY JIETKOMBICJICHHO OTHOCATCS K ITyOJIMKAIMY JINIHOW WH(OPMAIINH B
NuTtepHeTe, He MOHMMAas BO3MOKHBIX MOCAEACTBUU. ThI Jaxke HE CMOKEIIIb 10Ta1aThCs O
TOM, uTO (hoTorpadus, pa3MelIeHHas 5 JIeT Ha3all, CTajla IPUYUHON OTKa3a MPUHSATH TEOs
Ha pabory.

KommenTapuu, pazmenienue TBoux ¢pororpaduii u gpyrue 1eHCTBUS MOTYT HE
MCYE3HYTh JJaXKe MOCJIE TOr0, KaK Thl MX YAAJIHIIb. Thl HE 3HACIIb, KTO COXPAHWII ATy
UH(pOpMaIINIO, MOT1ajIa JI OHA B IIOMCKOBBIE CUCTEMBI U COXPAHUJIACh JIM OHA, a TJIaBHOE:
YTO MOAYMAIOT O TeOe OKPY’KAIOIIUE JIFOIU, KOTOPhIe HAUAYT U YBUAAT 3T0. Haiitu
MH(OPMALIUIO MHOTO JIET CITYCTSI CMOKET JIFOOOM - KaK U3 T0OpBIX MOOYXKIEHUH, TaK U C
HaMEPEeHHEM NMPUYUHHUTH BPeJl. ITO MOXKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI 10 3alIUTE HUPPOBOM peITyTaIHH:

1. ITogymaii, mpesxie ueM 4To-TO MyOJMKOBATh U TIepeaaBaTh y cedsi B OJIore WiH B
COLIMAIbHOM CETH;

2. B nactpoiikax npo¢uis ycTaHOBH OTpaHHYEHUS Ha TPOCMOTP TBOETO MPOQHIIS U €T0
COZIEPKUMOT0, ClIeTal ero TOJIbKO "Iy Apy3en’;



3. He pa3mernaii 1 He yKa3bIBaii HHGOPMAIIUIO, KOTOPast MOXKET KOT0-JIM00 OCKOPOJIATH
WA OOMXKAaTh.

ABTOpCKOE ITPaBo

CoBpeMeHHbBIE IIKOJIFHUKY - aKTHBHBIE MOJIH30BATENN HU(POBOTO MPOCTPAHCTBA.
OpHako 1aneKo He BCE 3HAIOT, YTO MOJIH30BAHIE MHOTUMH BO3MOKHOCTSIMH IU(POBOTO
Mupa TpedyeT COONMI0AEHHS PaB Ha HHTEIUIEKTYAIbHYI0 COOCTBEHHOCTb.

TepMuH "UHTEIIEKTyalbHAast COOCTBEHHOCTh' OTHOCHUTCS K Pa3JIMYHBIM TBOPEHUSIM
YeJI0BEYECKOr0 yMa, HauMHasl C HOBBIX U300pETEHUH U 3HAKOB, 0003HAYAIOIIUX
CcOOCTBEHHOCTh Ha MPOAYKTHI U YCIYTH, U 3aKaHYMBasi KHUTaMu, poTorpadusmu,
KUHO(UIBMaMU U MY3bIKAJIbHBIMU MPOU3BEICHUSMHU.

ABTOpCKHE TIpaBa - 3TO MpaBa Ha HHTEIUIEKTYaIbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS
HaYKH, JTUTEPATyphl M HCKYCCTBA. ABTOPCKHE ITPaBa BBICTYIAIOT B KAYECTBE TapaHTHH
TOTO, YTO MHTEJUICKTYaJIbHBIA/TBOPUYECKUI TPYJ aBTOpa HE OyAeT HampacHBIM, 1acT eMy
CIpaBeUIMBbIE BO3MOXKHOCTH 3apaboTaTh HA pe3ylbTaTax CBOETO TPYa, MOTYyIHTh
U3BECTHOCTH M Mpu3HaHue. HuKTo 6e3 paspereHust aBTopa He MOKET BOCIIPOU3BOANUTH
ero MpOM3BeICHHE, PACIIPOCTPAHAITH, MyOJINYHO TEMOHCTPHPOBATH, TPOAABATH,
UMIIOPTHPOBATH, TyCKATh B POKAT, MyOJIMYHO UCIIOIHSATH, TOKA3bIBATh/HCTIONHSTD B
adupe unu pa3memars B UHTepHeTe.

Hcnonb3oBanue "mupaTckoro" mporpaMMHOTO 00eCIiedYeHUs] MOKET IPUBECTH K MHOTUM
pHUCKaM: OT MOTEPH JAHHBIX K TBOUM aKKayHTaM J0 OJIOKUPOBKU TBOETO YCTPOMCTBA, IIe
yCTaHOBJICHA HeJeralbHas mporpamma. He cTouT Takke 3a0bIBaTh, UTO CYIIECTBYIOT
JerajibHbIC U OECIIJIaTHBIE MPOTPAMMBI, KOTOPBIE MOYKHO HAWTH B CETH.

O noprane

CeteBU4OK.p( - TBOM IJIaBHBIN COBETYMK B CETH. 3JI€Ch Thl MOXKEIIIb Y3HATH O
0€30MacHOCTH B CETH MOHSATHBIM U JOCTYITHBIM SI3BIKOM, a MIPYU BO3SHUKHOBECHUHU
KPUTHUYECKOU CUTYAIIN OOPATUTHCS 32 COBETOM. A TakKe MPHUHAThH Y4acTHE B KOHKYpCax
U CTaTh CaMbIM ITUGPOBBIM TPaAXKTAHHHOM!



